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The Issue

Internet Software has
compatibility problems as it

checks user input against

expected behavior




ICANN’s Role

* Limited technical coordination

®* Collaboration with ICANN
stakeholders

* Raising awareness inside and
outside ICANN community




Not Covered In This Session

* What should or should not be
added to the root zone in the future

* Policy aspects on whether access
to a certain TLD should be restricted




Acceptability Issues Example

http://example.com
http://example.xxx
http:/anoH.pd

http://example.XN--P1Al




Acceptability Issues Example

Permanent Home
Address Line 1*:

Permanent Home
Address Line 2:

City*: Ps-bF*: ICA
Zip Code": -] b N
Note: You must be a U.S. residen ﬁ:snp fo P.O.
d
ssNe: [ [ -] o
info
Date of Birth*: 1| (MM/DD/YYYY) mi
museum
You must be 18 or older, 19 in Al na{m be cong
ne
Mother's Maiden org
Name*: Ef

E-mail Address: @) . :Z




Examples of Causes

 Improper domain checking logic

* Browsers are not upgraded




Example of Hard-Coded List

473 "ua", // Ukraine

474 "ug", // Uganda

475 "uk", // United Kingdom

476 "um", // United States Minor Outlying Islands
477 "us", // United States of America

478 "uy", // Uruguay

479 "uz", // Uzbekistan

480 "va", // Vatican City State

481 "vc", // Saint Vincent and the Grenadines
482 “ve", // Venezuela

483 "vg", // British Virgin Islands

484 “vi", // U.8. Virgin Islands

485 “vn", // Vietnam

486 "vu", // Vanuatu

487 "wi", // Wallis and Futuna

488 "ws", // Samoa (formerly Western Samoa)

489 "ye", // Yemen

490 “yt, // Mayotte

491 “yu", // Serbia and Montenegro (originally Yugoslavia)
492 "za", // South Africa




Example of Hard-Coded List

$_cctid = array(
lacl'
'‘ad’,'ae’,'af",'aqg’,
‘ai’,'al',)am’,'an’,
'aO','aq l’la rillasl’
‘at’,'au’,'aw’,'ax’,
Iaz|'| bal’l bbl’l M"
L) m',' bf!ll m!ll bh!’
L} bllli bjtli bml’l bnt’
L) MI’I brl'i ml’l btl’
L) bu!,l bv!,l bw!'l byl’
L} MIIOQ !'Occ|'|cd|'
'Cf','cg I,lchlllcll,
'ck','cl',)em’,'cn’,
lcollicrllisilicul'
'CV','CX','CV‘,'CZ',
ldellldj ."dk.,'dm.’




Example of Hard-Coded List

$_gtld = array(
'aero’,
'biz',
'cat’,
'Oom',
'mp'l
uedul’
'gov’,
'info’,
'int,
'jobs’,
'mil',
'mobi’,
'museum’,
'name’,
'net’,
‘org’,
'pro’,
'travel’,
'asia’,
'post’,
'tel',
Imll

)

[line 108]

Generic top-level domain

This is an array of the official generic top-level domains.




Example of String Length Check

But you can do much more with regular expressions. In a text editor like EditPad Pro or a specialized text

processing tool like PowerGREP, you could use the regular expression
\D[A-20-9. %+-]+@[A-20-9.-]+\.[A-Z]{2,4}\b - to search for an email address. Any email address, to be

Ahe o Bl VL ..k A el A el e a2 A e e i Rl o

cmwecalice faawla

...... A it clcaMNacn dacaciiila




One World

One Internet

Activities to Date




Activities to Date: 2003-2004

SSAC recommendations:
— Develop an advisory
— Create central repository of known issues

— Internet Infrastructure providers and Internet
software application developers review and test
software to support new TLDs

|IAB - RFC3696

“Application Techniques for Checking
and Transformation of Names”




Activities to Date: 2004 to Now

 |[CANN created discussion forum and
dedicated webpage

* Prepared technical recommendations

 Posted TLD verification tool at:
https://github.com/icann




Technical Recommendation

* Do you need to check domain validity?
— If not, don’t do it. Rethink why you do it.

— e.g. if it is an email that needs to opt-in, will be
caught that way

* |f so, is it an online application?

— If so, use a DNS query which is instant and up-to-
date, don’t rely on a fixed list.

 Last case scenario

— Use a fixed list of TLDs, but make sure it has an
update mechanism (e.g. once per day)



TLD Verification Code

Public Repositories (5) Organization Members (0)
( . .
SRR No public members
All Repositories Sources Forks Mirrors
@ uniaccept-python Python ©3 (2
Universal Acceptance Toolkit for Python
Last updated 7 days ago
Bl commits B commits by owner 52 wook parficipation
¥ uniaccept-java Jva ©1 (1
Universal Acceptance Toolkit for Java
Last updated 19 days ago
Wall commits W commis by owner 52 weok porlicipu!?on
@ uniaccept-c co2 41
Universal Acceptance Toolkit for C

Last updated 20 days ago



Draft outreach materials

Collateral Proposal

EXIsting Rroject Pages New Dedicated Microsite

TCANN | Uriversal Acceptance of Al Top-Level Domains

[XX3 P,
An] [+ v or/en/opis TLD-acceptances. T ¢ J(a- cooe )(o] acceptdomains.org
SitoMop | it ndox | Quick Links Search
@ Internet Corporation for Assigned Names and Numbers
Does your software or website
Home About News Policy Mootings  Resources Documents Pross Room  Careers  Contact
=3 support the whole Internet?
Universal Acceptance of All Top-Level Domains
I the 19805 and 19905, s simple, All
Universal Acceptance of All Do) endings like “com” and "net’, or a two-letter code that represented a country like “de” and
Amouncamants o T “museun’), and since 2007, non-Latin characters havebeen used to.
ANA List o Dlagatd Top: 2006, : , what o their
LovelDomains i i hascom”
WA Reports ey aetceclmis i w110 12004). sssoml e e fon e valdaion do o eyt o o 1+ domaie s e correchy bty e

16P-3: A Uniqus,
Authoritative Root for the !
ONS . ISP, basis i

regisered 20 years ago or today.

s eln ancng oy pres.Te What should | do?

Resourca: Responso to
Nowanot Pollcy Paper

please contact

X Don's i i it need —
RFC 3696 ICANN, Deonftcheck domain valdity ifyou M More info >
TLD-Acceptance Discussion A nnouncements leave it open.

Forum

X Don Y asume
Land

ICANN Reloases Bota-3 Version of TLD Verification Codo

TLD Vertfcation Tool 22 March 2007

63 characters,

o —
3 December 2006 “

current (IDNA2OS") standard, as the older standard introduces compatibility fsucs

% Don't use s hard coded lstof domains i your application. I you need to check
o ’ 7
Poetvony o o ifa domain exists,thebest way to do it s using the DNS protocol. A live DNS query [T To] QBT 1B B
Toon e Happens quickly and has the most up-to-date dta availabl,

haractr v I » ity

valld ICANN Tow
ICANN Creates Area on Universal Acceptance of TLDs this might be done.
20 Morch 2006 v ICANN is happy w0 m

bl srovidors st Software implemenerson hat s needed if this iformaion is not clea t you.
0s). LD informaton,

It
You notice a website that has problems, et us know and we'l try to reach out o he
operator to encourage them to follow these guidelines.

New Fact Sheet

Fact sheet: . Specific technical info pages Form for end-users to
Universal Acceptance of Domains on individual topics report broken software

What's the problem?  inth 1950sand 19905 the formt of domain names ws simple Al domsis ended and websites
it s smal e ofcommon ndings ke “con” and “n: o vt code
hat seprsenied  counry ks~ and cceptdomainsorg
Since !
long ik of I o “mscun’), and slnce 2007, non-Latin charates hae becn
wed oo acceptdomains.org
acceptdomans.org
s webs whatthey allow
aavald domin ame i thei and hedecions theyhave made
i fing i nernet. Ot
ffot towand univesl acsetance ofdomin et s those ht do sy kind

e e e ot Having a problem

1 1 . ) with a website?
= = - il Use an IDN library.

.com pro .city
.net .traveF *E .activity

museum

org |k i branAcci u
de . .anything

ot om0 Eimgsons o’ g o g 00

1L 0 potsionly
thowands more endings

To support today's doma .
solutions that cater for all of these developments, Softwa

s to support domain

names, o fully accept the community of domain names that exist today and in the
future.
What has changed? ~ No predeterminable length. Until 2001, domains ended with cither 2 r 3 character
his s o 3

true. Does y
. or have a fixed drop-down box?

No fixed set of TLDs. I
300, This will grow at

1 2001 there were about 250 such endings, there are now over
igher rate from 2012 due o the new gTLD programme. Does

your software have a hard-coded lst of valid TLIDs that t checks against? I it egularly

updated?

crnaing. Flalds that accent domaln names a8 inout (such as small



Activities to Date: 2004 to Now

« JIG WG published Initial Report on
Universal Acceptance of IDN TLDs

» Consultation with impacted parties




One World

Addressing the Problem
S as a Community Effort




Comments... Suggestions...

tld-acceptance®@icann.org




Thank You

11-16 March 2012




Discussion Points

1. What are the existing issues?

2. Who should be addressing the existing
issues?

3. How can ICANN promote Universal
Acceptance of all domains effectively?




